SUBASH LAMA

DevOps Engineer | DevSecOps | Cloud & Security Infrastructure

Email: lamasubash107@gmail.com | Phone: +977 9840005771 | Kathmandu, Nepal
GitHub: https://github.com/Subash107

Professional Summary

DevOps & DevSecOps Engineer with hands-on experience in building CI/CD pipelines, containerized
applications, and cloud infrastructure. Developed a personal SOC lab integrating Wazuh, Suricata, and Sysmon
for real-time threat detection and monitoring.

Sl;illed in Docker, Terraform, AWS, and system automation, with strong focus on reliability, security, and scalable
infrastructure.

Technical Skills

DevOps: Git, GitHub Actions, Jenkins
Containers: Docker, Docker Compose
Cloud: AWS (EC2, S3, IAM)

laC: Terraform

Monitoring: Prometheus, Grafana
Security: Wazuh, Suricata, Sysmon
Scripting: Python, Bash, PowerShell

Professional Experience

IT Officer - Primuson Pvt. Ltd, Nepal (2019 - 2025)

- Managed Windows/Linux servers, virtualization (Hyper-V), and network infrastructure
- Monitored systems and resolved incidents to maintain uptime and performance
- Supported infrastructure operations including backups, firewall configuration, and troubleshooting

Support Engineer - Green IT Solutions, Nepal (2017 - 2019)

- Delivered enterprise IT support and infrastructure deployment across multiple client environments
- Managed Windows Server systems and virtualization platforms (Hyper-V, VMware)
- Assisted in deployment and configuration of network services (DNS, DHCP, firewall)

- Contributed to infrastructure projects for major clients including Unilever Nepal, Helvetas Nepal, and SBI Bank

IT Trainee - Platinum Hotel and Spa, Nepal (2015 - 2017)

- Supported IT operations including system maintenance and infrastructure setup

- Managed WordPress websites and assisted with hosting configuration and maintenance
- Performed basic troubleshooting for systems, networks, and user issues

- Assisted in website deployment and updates

- Configured basic networking (LAN, routers, connectivity)

Professional Certifications & Training

- DevOps Engineering Training — Deerwalk Institute of Technology
- Cisco Certified Network Associate (CCNA) Training — Staff College , Jawalakhel
Education

Bachelor of Business Studies (BBS)
- Mega College, Nepal - 2014

+2 (Computer Science)
- Kasthamandap College - 2012

SLC (School Leaving Certificate)
- Tri Padma Vidya Shram HSS - 2010
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